regimes depends on a clearer consensus regarding the public importance of employee disclosures and the organisational advantages of open, proactive approaches to disclosure management.
The track record of whistleblowing has come into focus in recent years. Important Australian research has been carried out by Dr William (Bill) De Maria for almost two decades, who has found 'nothing to celebrate' on his 'tour through the entrails of our society, except for, perhaps, the valour of the whistleblowers who guide us into the netherworld of corruption, incompetence, cover-ups and organisational vendettas'. 2 There have been anecdotal national overviews which have publicised the issue, but these have only made a limited contribution to improvements in institutional capacity because they presume that capacity to be irreparably low. 3 The Whistling While They Work Project, which commenced in 2005, is the largest study of its kind ever undertaken in Australia and is one of the largest per capita ever undertaken in the world. It has involved empirical research into whistleblowing in Australian public sector agencies, involving a survey of 7663 public officers from 118 public agencies from the Commonwealth, New South Wales, Queensland and Western Australian Governments.
There are many questions thrown up by the diversity of the current laws. 4 There are lingering fears that reprisals remain the norm and that legal protection can only ever be symbolic, and that a whistleblower or witness protection scheme is still a poor substitute for effective disclosure laws. Best practice supports disclosure of wrongdoing, and raises the 'hero or traitor' dichotomy. The whistleblower must have trust in the system, and workplace relations support with protection from civil or criminal liability. Best practice includes effective operational systems for the management of whistleblowing. Whistleblower legislation must ensure that whistleblowers are protected from reprisal, retaliation, punishment, retribution and discrimination by employers, organisations and others. Some whistleblower laws protect disclosure of confidential information made in the belief that the disclosure is substantially correct; and some protect disclosure by an informant acting bona fide. Equally, whistleblower laws should not protect disclosure of false information actuated by personal grievance, malice or vindictiveness, and whistleblower best practice
B
Whistleblowers as Heroes and Traitors Whistleblowing raises the tension between the whistleblower as hero or as traitor. Are whistleblowers heroes who expose illegal and corrupt conduct, maladministration, misconduct and wastage, or are they traitors because they 5 See disclose confidential information and practices? 11 If seen as traitors, whistleblowers may become the victim of reprisals and retaliation, harassment and poor management. If seen as heroes, they may promote high standards in public life and public bodies. 12 An informed society underpins a democratic society, and a democratic society must encourage, support and protect whistleblowers. Courts around the world have tried to reconcile an employee's duty of loyalty to his or her employer with the public interest in the disclosure and suppression of unlawful activity. 13 C Pre-requisites for Whistleblower Laws Whistleblower laws can only work in a democratic society which supports transparency, disclosure and accountability. A whistleblower who wishes to disclose bribery, corruption and patronage networks may live in a dictatorship with no rule of law, governed by secrecy, fear, reprisal and death. 14 Whistleblower laws must be seen in the context of culture. They cannot be exported to hostile environments. 15 A precondition for whistleblower laws is the rule of law, including an independent legal system and an independent judiciary.
Transparency International is a non-government global coalition against corruption based in Berlin which collects and disseminates data and information on governance and corruption trends around the world. It found in a recent report that there are no, or at least no comprehensive, whistleblower laws in countries including Argentina, Germany, Ghana, Guatemala, Indonesia, Italy, Kenya, Panama, Philippines, Ukraine and Venezuela. The report does not mention countries such as Brazil, Mexico, Namibia, Nigeria, Portugal, Russia, Turkey and Zimbabwe. 16 Often the legislation has a long title, 27 for instance '[a]n Act to establish a procedure for the disclosure of wrongdoings in the public sector, including the protection of persons who disclose the wrongdoings' (Canada), or 'to promote compliance with the laws and regulations concerning the protection of life, body, property, and other interests of citizen, and thereby to contribute to the stabilisation of the general welfare of the life of the citizens and to the sound development of socio-economy' (Japan) or '[a]n Act to provide protection for public officials disclosing corrupt conduct, maladministration and waste in the public sector; and for related purposes' (New South Wales).
In addition to these specific whistleblower provisions, there are many other protected disclosures in public and private sector legislation regarding, for example, anti-corruption legislation, 28 anti-terror legislation 34 and child abuse. 35 There are whistleblower provisions in the common law such as those regarding accountants 36 and bankers. 37 The Sarbanes-Oxley Act USC (2002) ('SOX'), passed in the US to restore public confidence in corporate America after major corporate and accounting scandals, includes section 806 to protect employees of publicly traded companies who provide evidence of fraud. 38 SOX areas include auditor independence; corporate responsibility; enhanced financial disclosures; analyst conflicts of interest; Commission resources and authority; Commission studies and reports; corporate and criminal fraud accountability; white-collar crime penalty enhancements; corporate tax returns; corporate fraud and accountability. The result of this diversity of provisions is that an employee of an organisation operating globally may be permitted to blow the whistle for mismanagement in one jurisdiction, but not for the same mismanagement occurring in the same organisation but in another jurisdiction. This is not sensible in the global economy.
A
Whose disclosures are protected? Many international whistleblower laws fall far short of the ideal, and there is a large variation amongst various threshold tests of who can make a protected disclosure. Some protected disclosures are limited to disclosures by employees only. 39 Others extend protection of disclosure by an employee to related classes such as full time, part-time, permanent and temporary staff, as well as to external consultants, contractors and secondees. In order to avoid 'loopholes' in whistleblower legislation, protection should also extend to applicants for employment, contracts and funding (especially important in the case of 34 See blacklisting). 40 It should also include those who are formerly employed, unemployed or otherwise blacklisted.
1
Public Sector Employees Some whistleblower laws are limited to providing whistleblower protection to disclosures in the public sector 41 and often contain loopholes, 42 while others provide private sector protection. Still others take a hybrid approach and provide public sector disclosure protection of matters in the private sector. Public sector whistleblowers are important to maintain transparency in government, but difficulties always arise in relation to the scope of whistleblowing by law enforcement and intelligence agencies.
2
Whistleblowing by Contractors Public sector functions may be outsourced to a 'contractor', a person not under public service conditions and controls, who carries out government functions. This contractor is the equivalent of a government official -many third parties would not know the difference -and should be the subject of protected disclosures. 43 Best practice, as exemplified by the UK, is to extend employment law by giving the contactor whistleblower protection. 44 the Employment Rights Act 1996 (UK), a worker includes an employee and an independent contractor who himself provides services other than in a professional/client or a business/client relationship. In contrast, the South African Act excludes the independent contractor from whistleblower protection. 45 Another type of contractor is the third person who contracts with government and government agencies. This contractor may have evidence of being asked for kickbacks, bribes and sweeteners in order to be awarded a potentially lucrative government contract. It is therefore important to maintain integrity in the contracting process by ensuring that whistleblower laws especially encourage contractors to disclose corrupt conduct.
3
Anonymous Disclosures The heroes or traitors dichotomy crystallises with the question of anonymity. On the assumption that anonymity may make the whistleblower unaccountable, and may attract cranks, timewasters and the querulents, many jurisdictions exclude anonymous whistleblower disclosures and provide that they will not be acted upon. 46 Only rarely does legislation accept and protect anonymous disclosures, 47 as it is certainly better than not disclosing at all. However, as a matter of policy, anonymous whistleblowing should be seen as a last resort.
Requiring whistleblower identification may introduce some accountability, but it may also discourage disclosure. Best practice aims to maximise the flow of information necessary for accountability and to provide reliable protected channels for anonymous disclosures. 48 Whistleblower legislation diverges from disclosure in other areas, such as the obligation of auditors to disclose evidence of corporate fraud, corruption or theft. The Australian Competition and Consumer Commission ('ACCC') adopts a policy of 'full amnesty' (immunity from prosecution) for the first person who blows the whistle on cartel activity such as price fixing and market sharing. 49
4
Future Directions -the Link for Whistleblower Protection The instant focus on public sector whistleblowers results from the origin of so many whistleblower laws in that sector. Few legislative instruments allow for disclosure by 'anybody' or members of the public. The international standard is to limit whistleblowing to disclosure by employees -public and/or private sector -and related classes. 50 We suggest that in time there may be a case for whistleblowing laws to move to a full 'no loopholes' approach, targeting public sector and private sector whistleblowing with sector-blind principles and practices. There is a role for members as whistleblowers, such as whistleblowers in churches and religious organisations, national and international nongovernment organisations ('NGOs'), political parties and trade unions -and indeed members of the public -as they may be in the best position to see that services are not being delivered owing to wrongdoing. Members of the public may feel confident about reporting as they are not employees, but they and/or their family and connections may still suffer reprisals if identified. In time the best practice model would provide across the board protection of disclosure by 'anybody' or 'any person', 51 whether public sector or private sector. Some jurisdictions do permit disclosure by 'anyone'. The Northern Territory Law Reform Committee has recommended disclosure by any 'person', as occurs in the South Australian legislation. 52 We argue that institutional or employment connection is crucial to whistleblower legislation. First, their internal position means that whistleblowers will have information which is worthy of disclosure. Other complainants who are members of the public rarely have the same access to information and insights. Secondly and perhaps most importantly, whistleblowers' internal position renders them vulnerable and they thus require special legal and management protection as well as encouragement to come forward. Members of the public do not usually need legislative protection to report wrongdoing, especially concerning services or matters that affect them personally, because they are not normally subject to the same organisational loyalties and risks of reprisal that affect an organisation's own employees. Thirdly, there is no reason for whistleblower laws to remain focused on 'any person'. In most jurisdictions, the consequences of unlimited whistleblowing are more negative than positive, diluting the purpose and focus of the legislation, confusing its operation and creating 'floodgate' fears about the potential number of complaints, which have in turn led to attempts to narrow the scope or implementation of the legislation in other areas (such as by limiting the types of wrongdoing that may be reported).
Without the internal witness prerequisite, the reputation of the legislation may suffer because it may be used by complainants who are not actually whistleblowers as an alternative avenue for pursuing non-whistleblowing grievances. Such complainants may feel frustrated and end up unhappy, because 50 See, eg, Whistleblower Protection Act 2004 (Japan) art 2, which is limited to reporting by a whistleblowing 'worker'; the Employment Rights Act 1996 (UK) c 18 promotes public and private sector disclosure, but protected disclosure is limited to a 'worker' under the Act. the legislation was not designed to help them, but the open standing provision created a strong legal illusion that it could. We recommend that:
• Those jurisdictions which currently provide open standing for the making of disclosures about public sector matters should return to the original goal of whistleblower protection by providing that it is only public officials -and others who might properly be classified as 'internal' to the public sector -whose disclosures may trigger the Act; and
• All jurisdictions should provide other complainants with general protection against reprisals in other legislation if it does not already exist, such as through standard anti-reprisal provisions in criminal law or the enabling legislation of investigative agencies such as the ombudsman or health care complaints commissioners. These provisions would mirror existing offences, such as perversion of the course of justice and witness intimidation.
B Disclosure Channels -Disclose to Whom
Whistleblower legislation provides for protected disclosure to 'appropriate' or 'proper' authorities or public officials such as the Auditor-General, the Ombudsman, the anti-corruption authority, members of parliament and/or the police. Best practice provides for a person or agency -independent of the employer or government -to whom a whistleblower can disclose. In some jurisdictions, disclosure can be made to private persons, for instance those in the media. There should be proper procedures, confidentiality, and protection against exposure and reprisals, such as attempts to discredit the discloser. A common external reporting agency may be logical, but this may be beset with difficulties because whistleblowing obligations are sourced in so many different statutes at different levels of government.
This best practice would have been drafted with local interests in mind, but in a global world it results in the illogic of a whistleblower in a company operating in one jurisdiction being able to disclose misconduct occurring in that jurisdiction, but the equivalent whistleblower in the same company operating in another jurisdiction not being able to disclose the same misconduct in that other jurisdiction.
1
Internal Disclosure to the Employer Recognising that public sector whistleblowing is initially an internal employer/employee matter, the best practice model promotes, protects and respects internal disclosure and resolution by disclosure in the first instance to the whistleblower's supervisor or manager (rather than a colleague) orally or in writing. Hence, there should be whistleblower disclosure procedures in place within organisations. 53 If the concerns of the whistleblower remain unresolved, best practice should promote and protect the whistleblower by providing disclosure to those higher up in the organisation's chain of command. If a whistleblower is uncomfortable with this, the whistleblower should be encouraged to disclose higher up in the organisation to employer representatives such as to the Human Resources officer; the corporate complaints unit; a health and safety representative; a union official; an employee representative; the employer organisation's executive level or its parent company, lawyers or external auditors; or to a commercial reporting hotline.
2
External Disclosure to Authority Only if internal disclosure fails should there be disclosure to external agencies, entities or regulators. There are many reasons for which a whistleblower may prefer to disclose wrongdoing to an external authority. A whistleblower may not have confidence that the matter will be dealt with in an appropriate manner, or may not have time to disclose internally, especially if there is a serious offence or if there is an imminent risk of danger to life, health or safety or to the environment. Some may fear reprisal at work such as attempts to discredit or ridicule them or demotion. 54 Best practice provides for the existence and the identification of independent central and integrity agencies for a whistleblower to report to such as: • the Auditor-General; 59
(a) External Integrity Agencies
• the Counsel; 60
• corruption bodies;
• the police 62 and the Director of Public Prosecutions (DPP);
• Public Protector (South Africa);
• relevant policy agencies; and
• trade unions. 63 Some jurisdictions provide for appeals to higher authorities like the Ombudsman. 64 With so many agencies involved, it is important that their roles be coordinated, and that they fulfil those responsibilities that can only be properly fulfilled by agencies with independence from frontline agencies. 56 See, eg, the definition in the Whistleblower Protection Act 2004 (Japan) art 2(4): (i) The Cabinet Office, Imperial Household Agency, any organs specified in the Cabinet Office law, organs specified in the National Government Organisation Law, organs under the jurisdiction of the Cabinet, organs established under such organ, or personnel of the above, and organs of local public entities (paraphrased 
(b) Disclosure to a 'One Stop Shop'
One model to consider for external reporting would be the creation of a new central agency such as a Public Interest Disclosure Agency to provide a 'one stop shop' approach to whistleblowing by receiving, investigating and managing all whistleblower matters, including reprisal and dismissal. One difficulty with this is that it may involve duplicating the arrangements already in place by the external integrity agencies mentioned above, and it would require coordination and cooperative efforts with them. This is likely to be beyond the will of most jurisdictions, especially state and provincial jurisdictions in a federation like Australia or the United States.
One example of a new central agency at the federal level is Canada's Office of the Public Sector Integrity Commissioner ('Commissioner'), set up to receive reports from public servants of wrongdoing, to investigate them and to make recommendations to correct them. 65 The confidentiality of the whistleblower and the persons alleged to be responsible for the wrongdoing are protected if the disclosures are made under the Act. The Canadian Act demonstrates the importance of follow-through by providing that when the Commissioner makes a report to a chief executive, it may request that the executive provide notice of any actions taken to implement the Commissioner's recommendations, or the reasons as to why no action was taken. 66 The Commissioner may report the matter to the responsible Minister if a matter constitutes an imminent risk of danger to the life, health or safety of persons or the environment. 67 The Commissioner's powers are, however, limited to making recommendations, which may not be reviewable by a court.
Similarly, the UK's Office of the Civil Service Commissioners, an independent body appointed by the Crown to promote the core Civil Service Values of integrity, honesty, objectivity and impartiality through the Civil Service Code, can receive public sector disclosures as a last resort. 68 This does not pre-empt whistleblower disclosure under the Employment Rights Act 1996 (UK).
There are at least two US government agencies which can protect a whistleblower from retaliation. First is the Office of the Special Counsel ('OSC'), an independent US federal investigative and prosecutorial agency, administers the Whistleblower Protection Act. The OSC was set up to protect federal employee whistleblowers who disclose gross mismanagement, waste of funds, fraud, abuse of authority, breach of the law and a specific danger to public health and safety. It receives, investigates and prosecutes complaints from whistleblowers who claim they have suffered reprisals due to their disclosure of information about misconduct, and provides protection from reprisal. Secondly, there is the Merit Systems Protection Board ('MSPB'), an independent quasi-judicial agency with the power to adjudicate decisions. It was established to protect federal merit systems against partisan political and other prohibited personnel practices and to ensure that there is adequate protection for employees from abuses by agency management. One of the functions of the MSPB is to adjudicate employee complaints filed under the Whistleblower Protection Act 5 USC § 1221(e). 69 
(c) Public Reporting and Coordination
Public information and coordination is an important part of any whistleblower program. There must be clear procedures on how a public body is to determine that a disclosure is a public interest disclosure, when the whistleblower must be notified, and whether and when the disclosure will go further such as to the Ombudsman. 70 Whistleblowers must be aware of the procedures, and whistleblower awareness can be -and must be -enhanced by public education, training and support. For example, some jurisdictions provide that the Ombudsman must prepare and publish guidelines under the Act or at the least an annual report. Ideally, agencies should report to parliament. 71 Under the Canadian Act, for example, the Commissioner, in addition to submitting an annual report to Parliament, may make special reports in respect of urgent or important matters that the Commissioner believes should not be deferred until the annual report is made. 72 The South African Act requires the Minister to issue guidelines to explain the Act, and government departments must make the guidelines known or give copies to every employee. 73 
(d) Whistleblower Disclosure to Journalists, Members of Parliament, Private
Sector Organisations Since whistleblower legislation is important to maintaining accountability in the public sector, whistleblowing to non-government organisations such as the media and parliament should be encouraged, respected and protected in a democratic society to bring evidence of wrongdoing to the attention of the public: This may lead to official action on disclosures.
(e) Whistleblower Disclosure to Journalists
There is a long tradition of whistleblower disclosure to the media -a disclosure which is especially important if there is no other authority to approach and the whistleblower has no other alternative than to go public. Indeed, in some cases sunlight is said to be the best disinfectant. 75 In the words of one of Australia's senior journalists, 'leaks, and whistleblowers, are essential to a proper democratic system' 76 Leaks in many jurisdictions are, however, illegal, so whistleblowing protection for leakers would be a major challenge to existing laws and practices. Disclosure to the media and parliament should be one of the foundations of a democratic society, and should be encouraged and protected. 77 It has been said that disclosure to the media is so important that it is the only true example of 'whistleblowing' behaviour.
78
Employers may be slow to respond to whistleblower disclosures -whether intentionally or unintentionally -and nothing will lead to a response as effectively as the whistleblower going public through making a disclosure to the media. For example, the disclosure of the 'Pentagon Papers' in 1971 by former US defence department employee Daniel Ellsberg to The New York Times and The Washington Post revealed differences in what the then US Government was stating publicly compared to what it was thinking privately regarding the US war in Vietnam. 79 The US Government failed in its attempt to stop publication, 80 Protection of journalistic sources is one of the basic conditions for press freedom, as is recognised and reflected in various international instruments including the Committee of Ministers Recommendation … Without such protection, sources may be deterred from assisting the press in informing the public on matters of public interest. As a result the vital public-watchdog role of the press may be undermined and the ability of the press to provide accurate and reliable information may be adversely affected. Having regard to the importance of the protection of journalistic sources for press freedom in a democratic society and the potentially chilling effect an order of source disclosure has on the exercise of that freedom, such a measure cannot be compatible with Article 10 of the Convention unless it is justified by an overriding requirement in the public interest. 82 There was no such overriding public interest requirement in this case to balance with the interests of democracy. In a second recent case, the Court upheld the right of the Head of the Press Department of the Moldovan Prosecutor General's Office to disclose attempted intimidation of the Office to the media as a feature of a democratic society. 83 There was evidence that the applicant was acting in good faith. There was no evidence that he was seeking any personal advantage, that he was motivated by any personal grievance, or that there was any ulterior motive for his actions. The Court was of the view that the public interest was served with the disclosure of illegal conduct in the form of undue pressure, that this warranted protection, and that this outweighed any interest in maintaining public confidence in the Prosecutor General's Office. Discussion of topics of public concern was confirmed as essential in a democracy, and it was held that members of the public should not be discouraged from speaking up.
These decisions sit alongside the legislative protections for whistleblowers to disclose to the media in many jurisdictions such as the Commonwealth, New South Wales and in the United Kingdom. Such protections are hedged with prerequisites and preconditions which suggest that they are more concerned with proper process than with disclosure in the public interest. 84 Protection for disclosure to the media was recommended by the Bundaberg Hospital Commission of Inquiry in Queensland. 85 It has been suggested that it is not in the interests of government to have media exposure of corruption unless leaks can be orchestrated to be used to government advantage. In the words of De Maria, 'the State has no "interest" in protecting the media whistleblower'. 86 Disclosure by journalists came into focus in Australia after the Kessing case. A former Australian Customs Service Officer, Allan Kessing, should have been rewarded -not prosecuted -when two documents were disclosed relating to drug offences and airport security breaches which had not been acted upon. These documents were ultimately published by The Australian newspaper. Kessing denied leaking the documents. He was prosecuted and convicted under the Crimes Act 1914 (Cth). 87 Following Kessing's disclosures, the Commonwealth Government appointed a committee which recommended increases in airport security. Another hero public servant was Desmond Kelly, who was also charged under the Crimes Act 1914 (Cth) 88 with releasing information to two journalists from Melbourne's Herald Sun about a report that the Federal Government was planning to deny war veterans an increase in benefits. The journalists refused to reveal the source of the leaked document, were charged with contempt of court, and were convicted and fined $7000 each. 89 Despite the prosecution, the Commonwealth agreed that it was undesirable for journalists to be penalised for honouring their professional ethics, and even intervened in the Victorian case to argue that the journalists should not be charged and, having been convicted, that they should be pardoned. The perceived inconsistency in the Commonwealth's 3), a whistleblower may only disclose to the media, with any chance of being protected, if relevant authorities have first had six months to consider the matter, and if able to prove that the suspicion of wrongdoing is 'substantially true'. Under the Employment Rights Act 1996 (UK) c 18, Part IVA (Protected Disclosures) ss 43G, 43H, the disclosure must meet three tests relating to the evidence and motive of the whistleblower, a number of other preconditions, and the requirement that the disclosure must be reasonable in all the circumstances. 85
The position caused the sentencing judge, Rozenes CJ of the Victorian County Court, to reportedly describe the Commonwealth as suffering from a 'serious case of schizophrenia'. 90 The different approaches to a public interest defence for whistleblowers regarding media disclosure is a serious anomaly in relation to what should be regarded as a necessary and valued means of disclosure.
(f) Whistleblower Disclosure to Members of Parliament
Disclosure, including whistleblower disclosure, underlies a representative democracy, and disclosure to elected representatives should be protected under parliamentary privilege. Disclosure to a member of parliament with legal protection should be included in any model of whistleblower legislation. Many jurisdictions do provide for protected disclosure to a member of parliament. 91 The democratic process should promote disclosure and debate under parliamentary privilege. 92 
(g) Whistleblower Disclosure to Private Sector Bodies
Private sector agencies, watchdogs, centres and campaigning organisations like the National Whistleblower Center ('NWC') in the US are important places for disclosure. The NWC has won reinstatement for whistleblowers, collected damages, forced government agencies to release information documenting government misconduct and exposed various classes of misconduct. 93 In the UK, there is an organisation known as 'Public Concern At Work', and in the US, the US Government Accountability Project ('GAP'). 94 The National Security Whistleblowers Coalition is a non-profit public interest group set up in 1977 to promote government and corporate accountability by advancing occupational free speech, defending whistleblowers and empowering citizen activists. 95 Such agencies are usually independent and non-profit and act in the public interest to protect whistleblowers. For example, GAP has been a leader of public campaigns for many United States national whistleblower laws. Not to be overlooked is the important role played by legal aid to open the doors of the courts. Whistleblower models are mixed on the question of the availability of legal aid. 
III WHAT CAN BE DISCLOSED -DISCLOSABLE WRONGDOING
A Consistent Legal Thresholds 1 -Types of Conduct An effective whistleblower protection scheme should serve the public interest. The definition of 'public interest' varies, however, across different jurisdictions due to different political and legal cultures. There are many differences in the type of wrongdoing which will qualify as a protected disclosure and the exemptions provided. No doubt the different jurisdictions are all aware of the perceived problem of whistleblower legislation opening the disclosure floodgates.
There are many different protected disclosures, and there are inconsistent and irrational differences in what can be disclosed. For example, the Canadian Act, an Act which limits 'wrongdoing' to the public sector, promotes disclosure of a breach of a federal or provincial Act or regulation; the misuse of public funds or assets; gross mismanagement in the Canadian federal public sector; an act or omission which creates a substantial and specific danger to the life, health or safety of persons or to the environment; taking a reprisal against a public servant, and knowingly directing or counselling a person to do any of these things. 96 The Canadian Act does not include disclosure of breach of legal obligations at common law or in equity such as breach of a fiduciary obligation. Such breaches may be disclosed under the South African Act as disclosure of breach of 'any legal obligation', 97 or under the Whistleblower Protection Act in the US, which includes protection of disclosures of corruption and misuse of public funds and breaches of the law that federal employees may encounter in the workplace, including abuse of authority; mismanagement; endangerment of public health or safety and squandering.
Best Practice is for protected disclosures to promote and to protect free expression with 'No Loopholes'. 98 Protected disclosures should cover any wrongdoing, with no technicalities (loopholes) of form over substance. Wrongdoing would include disclosure of abuse of authority, danger to public health or safety, and gross waste, illegality and mismanagement. 99 Of course this would be problematic in the case of disclosure of information prohibited by legislation or in breach of confidence. A whistleblower should be protected for refusing to obey an order on the grounds that it is illegal. 100 Protection of acts in good faith stops faits accomplis and may 96 Public Servants Disclosure Protection Act SC, 2005, c 46, ss 2, 8. The legislation establishes a list of 'wrongdoings' that public servants may disclose, including contraventions of federal or provincial statutes, misuse of public funds, 'gross mismanagement' in the public sector, any act that creates a substantial danger to the life, health or safety of persons or to the environment, and reprisals against a public servant for making a disclosure under the Act. prevent the need for whistleblowing, but a whistleblower who refuses to obey an order on the grounds that it is illegal may run the risk of later discipline if the order is later found not to have required illegal conduct. Therefore whether a person can disclose the following under whistleblower laws will have different answers in different jurisdictions.
1
Disclosure of Illegal and Corrupt Conduct The starting point for whistleblower disclosure is disclosure of illegal and corrupt conduct. Best practice protects disclosure of a 'criminal offence'. 101 In addition, many jurisdictions protect public servant disclosure of public sector wrongdoing involving a breach of any federal or provincial legislation. 102 Saskatchewan's Labour Standards Act protects disclosure of 'any activity that is or is likely to result in an offence pursuant to an Act or an Act of the Parliament of Canada'. 103 Best practice authorises disclosure of corrupt conduct, but what is to be included? A good list of what is considered to be corrupt conduct is set out in the Independent Commission Against Corruption Act 1988 (NSW), which includes any conduct of any person (whether or not a public official) that affects 'the honest or impartial exercise of official functions by any public official … or any public authority'. The list indicates the matters that a whistleblower should be encouraged to report -official misconduct (including breach of trust, fraud in office, nonfeasance, misfeasance, malfeasance, oppression, extortion or imposition); bribery; blackmail; obtaining or offering secret commissions; fraud; theft; perverting the course of justice; embezzlement; election bribery; election funding offences; election fraud; treating; tax evasion; revenue evasion; currency violations; illegal drug dealings; illegal gambling; obtaining financial benefit by vice engaged in by others; bankruptcy and company violations; harbouring criminals; forgery; treason or other offences against the Sovereign; homicide or violence; matters of the same or a similar nature to any listed above or any conspiracy or attempt in relation to any of the above. 104 Equally, the Independent Commission Against Corruption Act 1988 (NSW) excludes conduct which could be a criminal, disciplinary or related offence. 105 
2
Disclosure of Public Wastage The potential for non-disclosure of wastage of public funds and resources by a public authority or by any of its officers highlights the importance of disclosure in annual reporting. This provides information for the media and the political process. Hence best practice whistleblower legislation, such as in Canada, expressly protects disclosure of misuse of public funds or a public asset. 106 If there is no such provision, there may be a fall-back protection for whistleblowers of public wastage as a failure to comply with a legal obligation. 107 
3
Disclosure of 'Maladministration' The internal witness -the whistleblower -has access to information about misconduct in the organisation. Best practice promotes whistleblower disclosure of maladministration, such as for example Canada's protection of disclosure of 'gross mismanagement in the public sector'. 108 The targets of the European Ombudsman give good examples of what is maladministration, starting with tenders and contracts, stated to include procurement contracts and contracts where the Commission provides grants or subsidies. 109 The European Ombudsman also targets the Commission's role as 'Guardian of the Treaty', which means enforcing European law against a Member State that fails to comply with the law. Further, complaints about personnel matters, including recruitment and complaints from existing staff are also targeted, as well as the lack of openness (especially refusal of access to documents) and complaints concerning maladministration (including such matters as abuse of power, administrative irregularities, discrimination, failure to reply, refusal of information, unfairness and unnecessary delay).
4
Disclosure of Danger to Public Health, Safety and the Environment An important public role of the whistleblower is disclosure of danger to public health, safety and the environment. For example, an officer of a planning department who knows that a bridge is not safe or that a building approval has been obtained corruptly is the kind of hero that whistleblower law should be protecting. Danger to public health and safety 110 and danger to the environment 111 are included in the legislation or proposed legislation in many jurisdictions.
IV CIVIL AND CRIMINAL INDEMNITY
Best practice supports whistleblower disclosure of wrongdoing, and provides that a person is not liable, civilly, criminally or under an administrative process for making a public interest disclosure. 112 Disclosure may make the whistleblower appear to some to be a traitor because of what would appear to involve a breach of confidentiality. Only some legislation overrides the duty of confidentiality, secrecy or other restrictions on disclosure by providing for whistleblower protection. 113 One solution, although doubted by some, would be a policy to promote whistleblower disclosure by rewarding whistleblowers. There is disagreement on this, with some arguing for rewards to stimulate disclosures and others arguing that whistleblowers should be motivated by altruism.
Rewards could be paid if and when the content of a disclosure is proven and followed up, and could take the form of financial incentives to offset the usual financial risks and burden of making disclosure. Examples include bounties, a share of the savings or a share in the restitution. Such rewards could be similar to the False Claims Act 31 USC § § 3729-3733 in the US which contains a qui tam provision allowing private citizens to take legal action and obtain money in certain situations. 114 We believe that a real whistleblower policy would offer the option of reinstatement or re-engagement to any whistleblower who has lost their job as a result of making a disclosure. 115 
A
Relief from Legal Liability The risk that somebody may be defamed by a whistleblower's disclosure is a disincentive for the whistleblower. Existing whistleblower legislation approaches this differently, with some providing absolute privilege against defamation 116 some providing qualified privilege against defamation, 117 and others providing protection from defamation through the general immunity provisions. 118 Frequently legislation provides protection from liability for a person making statutory reports. 119 For example, if the whistleblower's reasonable belief in the content of the disclosure proves to be incorrect, the whistleblower may be able to be sued for defamation. Best practice should protect whistleblowers from civil and criminal liability if they make a protected disclosure, and they should be afforded absolute privilege. 120 B Relocation Whistleblowing might come at a high personal and professional cost, with reprisal, retaliation or the risk thereof so serious that the whistleblower may only feel safe by relocating and starting a new life. Whistleblower best practice should include entitlement to transfer or to relocate. 121 
V WORKPLACE RELATIONS PROTECTIONS FOR THE WHISTLEBLOWER
Best practice recognises that whistleblowers add value to the flow of information about an organisation, employer or company. Outsiders who are aware of a strong whistleblower policy would see increased release of information, giving increased credibility. In the case of a company, this may lead to an increase in investor confidence. Best practice promotes whistleblower disclosure by prohibiting employers from restraining free speech by imposing confidentiality on a whistleblower (in the US, 'gag orders') with policies, rules or by nondisclosure agreements designed to limit free speech. 122 The effectiveness of whistleblower regulation will depend on its ability to protect whistleblowers from reprisal. This can take the form of prohibiting reprisals in whistleblower legislation, through sanctions or remedial powers by agencies. 123 There is evidence that some or too many whistleblowers suffer significantly and permanently for their disclosure, and it seems that unfortunately, in De Maria's words, 'the non-suffering' whistleblower is 'a contradiction in terms'. 124 Best practice must promote openness. It must encourage whistleblower disclosure and provide remedies for reprisals against the whistleblower speaking out, such as by imposing criminal offences, and by providing for civil remedies and immunities. It must provide whistleblower protection against reprisals, harassment and dismissal. 125 Examples of reprisals given in, for example, the Canadian Act, 126 include a disciplinary measure, demotion, termination of employment, any measure that adversely affects the employment or working conditions of the public servant, and making a threat to do any of these. Best practice must also stop reprisal against a third person for cooperating with a whistleblower investigation, such as providing evidence or for 'assisting' whistleblowers -meaning guilt by association. Otherwise, reprisals will continue to have a 'chilling effect that locks in secrecy by keeping people silent and isolating those who do speak out'. 127 Examples of harassment can include actual or threatened discrimination, or recommending discrimination by others such as by subordinates, including termination, refusal to promote or stopping access to advancement such as access to training. 128 The legislation generally provides an internal approach. It protects the whistleblower if disclosure is made according to the procedures set out, including protection from reprisal, 129 but since this protection is in the hands of the relevant government department, it is questionable whether this will be objective. Many reprisals such as ostracism, rumours or minor changes in work assignments may be difficult to prove and may fall below the threshold of proof for successful legal action. Many whistleblowers believe employers harass them in subtle ways to avoid providing evidence of reprisal. This danger has been recognised in Canada:
Ultimately, in this situation, an individual must make their disclosure to their own employer or government department where the wrongdoing likely occurred, and then trust those authorities to be noble enough to protect them from reprisal for making that very disclosure. While some authorities may uphold that responsibility, the reality is that some will not, and that the perception of protection is weak in the eyes of a potential person making the disclosure. 130
A
Employer's Duty of Care to Employee Private action by the whistleblower for harassment may become an important motivation for effective whistleblower protection. Rather than relying on whistleblowing statutes, the common law courts may recognise that an employer may be vicariously liable for breach of its duty of care to an employee if there is harassment or reprisal by another employee. For example, 131 an animal technician reported what she suspected were a staff member's failures to comply with university regulations regarding animal experimentation, which she believed were a substantial health risk. She was then allegedly subjected to reprisals from several senior staff members, and was finally sidelined into a lesser role. The employer University failed to have her claim under section 43(2) of the Whistleblowers Protection Act 1994 struck out.
This was developed in Wheadon v State of NSW, 132 where a policeman, who had reported suspected corrupt conduct to police internal affairs, was subject to harassment and victimisation, and denied welfare assistance. He claimed damages for serious stress and psychiatric illness caused by the employer's failure (1) to provide him with adequate protection from harassment; (2) to properly investigate the allegation; (3) to properly investigate the allegations against him; (4) to give him support and guidance; (5) to prevent his colleagues from persecuting him; and (6) to assure him that he had done the right thing by reporting corruption. This case is important because it shows the seriousness with which the acitons were taken, with damages of over $650,000 awarded, and damages and costs of all parties exceeding $1 million.
B
Reprisal and Protection Against Reprisal A major disincentive to blow the whistle is the possibility or probability of reprisal or retaliation. The whistleblower may be seen as disloyal and a traitor to the organisation and its culture. Whistleblower legislation seeks to protect a whistleblower worker from detriment 'on the ground that the worker has made a protected disclosure'. 133 The Employment Rights Act 1996 (UK) protects the whistleblower worker from dismissal 134 and from being selected for redundancy, 135 with the right to apply for compensation at an employment tribunal. SOX, inter alia, aims to promote employee disclosure in public companies, and as a result prohibits retaliation against a whistleblower who provides truthful information to a law enforcement officer about illegal activity. Employees who are successful in a claim of retaliation may receive a remedy that includes reinstatement, back pay, attorney fees, costs and 'special damages'. There are difficulties for former employees in pursuing a case for reinstatement while unemployed -perhaps for years -if there are appeals. An organisation may refuse to take back a worker even in the face of court judgments. In the words of the UN Policy:
1.3 Retaliation against individuals who have reported misconduct or who have cooperated with audits or investigations violates the fundamental obligation of all staff members to uphold the highest standards of efficiency, competence and integrity and to discharge their functions and regulate their conduct with the best interests of the Organisation in view. 136 This is similar to the many statutes which give immunity to witnesses or persons who are just doing their job. 137 Some jurisdictions, such as Canada, provide that the whistleblower can bring complaint of reprisal to the Public Sector Integrity Commissioner. Bringing a complaint freezes any disciplinary action while the complaint is afoot. An adverse outcome regarding reprisal may be appealed to the Public Servants' Disclosure Protection Tribunal, which can make orders such as a return to work, reimbursement of expenses, or payment of compensation.
Whistleblower legislation usually authorises criminal action in the courts in relation to unlawful reprisals, with a penalty upon conviction. 138 The legislation usually also provides for action for damages against a person who takes detrimental action as reprisal. Civil damages may be recovered as for a tort 139 to place the whistleblower in the position he or she would have been in but for the reprisal, providing compensation rather than punishment or retribution. Some jurisdictions provide for an award of exemplary damages. 140 In addition, whistleblower legislation provides for injunctions to restrain detrimental action for making a protected disclosure. 141 Our researchers have found few reported cases on reprisal, confirmed by, for example, Canada, which has reported that '[t]he results thus far are uncertain because there have been very few reprisal cases in the courts'. 142
VI CONCLUSIONS
This article is based on the assumption that effective whistleblower laws are needed to further the operation of a democratic society. It is true that since the 1990s many public law jurisdictions have passed, or are committed to passing, legislation to protect public interest whistleblowers. The existence or the effectiveness of these whistleblower laws correlates with the ranking of countries by Transparency International. Correlation does not prove causation, and it could be that whistleblower laws are as much a consequence of open and honest practices as a cause. In countries where workers have confidence in high-level honesty, they are more likely to speak out -and be surprised about reprisals. Publicity about such cases may then stimulate governments to pass whistleblower laws.
Effective whistleblower protections must include access to the normal legal process including trial by jury, protection for the whistleblower and protection of lawful disclosure. There must be no retaliation and there must be effective resolution of the wrongdoing disclosed by the whistleblower.
Having good whistleblower laws is undoubtedly important, but so is enforcement. '. 143 Given that the US is in its second or third generation of whistleblower laws, the existence of scepticism about whistleblowing law effectiveness and enforcement, or about poor prospects in pursuing redress, remains an important issue.
We conclude that no single jurisdiction demonstrates a current best practice model for whistleblower laws. We identify a strong case for greater consistency in the key legal thresholds and operational requirements imposed by different national whistleblower protection regimes, including useful potential common tests and processes covering both the public and private sectors. In large part, the prospect for accelerating the transition towards more effective, less 'symbolic' regimes depends on a clearer consensus regarding the public importance of employee disclosures and the organisational advantages of open, proactive approaches to disclosure management.
Each jurisdiction has enacted at least some of the elements of best practice, but all have problems based on their unique political and social environmentssometimes unique, sometimes general or common problems. We recommend the need for a second generation of whistleblower laws, drawing on the lessons of the first generation laws discussed in this article. The important whistleblower issues are common whether in Australia or in Zimbabwe, and global public integrity and standards would benefit from a clearer and legislatively supported consensus. 
